
 

Asst. Gen. Manager - Chief Information Security Officer 

Location Navi Mumbai / Mumbai 

Department Information Technology / IS Audit & Vigilance 

Qualification 

a. Bachelor / Master Engineering Degree or equivalent in any of 
following discipline: 

 Computer Science 

 Information Technology 

 Electronics & Communication 

 Equivalent courses in Cyber Security Field 

b. Certification in any of one following course: 

 Certified Information Systems Security Professional 
 (CISSP) 

 Certified Information Security Manager (CISM) 

 Certified Chief Information Security Officer (CCISO) 

 Certified Information System Auditor (CISA) 

Experience 
Min. 5 years of experience in reputed Co-op / Nationalised / 
NBFC / any other Institution in handling IT related functions at 
Managerial Level 

Age (as on 01/03/2024)* Below 45 years, however relaxation may be allowed for deserving 
case. 

Probation 
Candidate selected shall be on probation for period of 1 year from 
date of joining of bank. 

Duties & Responsibility 

 Reporting to General Manager (Administration & IT) 
 Informing to the notice of Board / Committee formed from time to 

time about the cyber risk exposed to the Bank. 
 Co-ordinate for security issues & conducting regular Phising 

Campaign 
 Formation, Implementation & Upgradation of Information 

Security Policy & Strategy from time to time & Review thereof 
 Issuing Security guidelines & measures to protect the data & 

systems 
 Periodical visit / Training to staff at branches / departments for 

awareness of IT Security 

 Formulate guidelines/policies/staff education workshops as 
mandated by the regulator, RBI 

 Compliance with Regulatory Guidelines issued by various 
authorities 

    *- relaxation in age will be allowed for deserving case. 

 

  


